Analyst, Know Thyself

Megan Carney
mcarney@yelp.com/@PwnieFan
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Yelp’s Mission
Connecting people with great
local businesses.




Yelp Stats
As of Q4 2015
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Your eyes can lie.
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Your brain can too.
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The Triune Brain

Source: Dr Paul MacLean - Triune Brain Theory.
Hlustration: Myself
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Rational thinking is
not our default
state.
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Your default is LADIES'AND'GENTLEMAN[OETHERS
a set of JURY, I'M JUST A CAVEMAN
heuristics from
a very different
environment.
And so is
everyone else’s.

YOUR WORLDIERIGHTENS AND'
SCONFUSES ME
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So we're all cavepeople and ...

*unless you are a CISO and the CEO likes you

@PwnieFan

You do not
choose what
gets fixed
when. You
estimate body
counts.*




So we're all cavepeople and ...

@PwnieFan

Your job is to
make other
people do
things they
have no
reason to do.
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Good
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necessary so

you can present

alternatives in
terms of
risk/cost.

understand the
complexities of
assessing risk.
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Our irrationality
is predictable.

Nudge

Improving Decisions About

Health, Wealth, and Happiness

Richard H. Thaler and Cass R. Sunstein
Revised and Expanded Edition

One of the few books I've read recently that fundamentally changes the way
I think about the world.” —Steven D. Levitt, coauthor of Freakonomics
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Overestimate risk of shiny threats

Why?

e Pay attention to what
is new and different

e Estimate risk based on

the most memorable
information
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Compromises by the numbers

MISCELLANEOUS ERRORS 29.4%
CRIMEWARE 251%

INSIDER MISUSE

PHYSICAL THEFT/LOSS

WEB APP ATTACKS 4.1%

There are a few interesting things to note about the breakdown of incident patterns. Let’s start
3.9% with Figure 24, which addresses all security incidents reported for 2014. It may not be obvious at
' first glance, but the common denominator across the top four patterns—accounting for nearly
0.8% 90% of allincidents—is people. Whether it's goofing up, getting infected, behaving badly, or
losing stuff, most incidents fall in the PEBKAC and ID-10T {iber-patterns. At this point, take your

0.7% index finger, place it on your chest, and repeat “| am the problem,” as long as it takes to believe it.
Good—the first step to recovery is admitting the problem.

DENIAL OF SERVICE

CYBER-ESPIOMAGE

POSINTRLUSIONS

PAYMENT CARD SKIMMERS 0.1%

@PwnieFan Verizon DBIR 2015 report
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Skewed threat models

Actual top risks Perceived top risks

e Phished credentials e OMG 0O-day

e Unpatched hosts e That APT group in

e Ransomware yesterday's

e Old, 3rd party headline
software

More boring stuff
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Skewed decisions

Don't hunt APT or chase 0- days if it means
neglecting the basics.

@PwnieFan
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We like patterns . .. too much

Ry TRT, g How many of
; | | these clusters are
due to chance?

‘Cancer map patterns:
are they random or not?’
SiRs http://www.ncbi.nlm.nih.
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Attack?

Or misconfiguration? B
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Overreacting is expensive

e People (eventually) stop listening to you.
e You waste time you could have spent on real threats.

Before you hit the panic button, do your research,
dig into your logs, and consider multiple scenarios.
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75%* of people think their memory is

above average

The process of remembering
is more like reconstructing
than retrieving. Memories can
be changed during recall or
tainted by bias.

http://www.scientificamerican.
com/article/do-the-eyes-have-it/

* | have no idea what the real percentage is.
@PwnieFan
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If you ever hear yourself say . ..

e I've never seen this process name before! It must
be bad! Have you ever looked for it before?

e |don’t need to document this process. I'll
remember all the steps. Will you remember when
you're tired and stressed in the middle of an
outbreak?

e I'll know if | see an infection like this again. | don’t
need to record this IOC. No comment.
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Document and automate

osquery> SELECT uid, name FROM listening_ports 1, processes p WHERE
l.pid=p.pid;

Yelp / osxcollector

<> Code Issues 12 Pull requests 2 Pulse Graphs

m—

A forensic evidence collection & analysis toolkit for OS X http://yelp.github.io/osxcollector

Use blacklists to record past incident data like
domains and hashes. Automate or document essential
processes so they are repeatable.
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We dislike uncertainty

Our typical response
IS to approach or
avoid.

e Approach: do
whatever it takes
to be certain

e Avoid: pretend we
know the answer

http://www.theatlantic.com/health/archive/2015/03/how-uncertainty-fuels-a nxiety/388066/
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Some uncertainties can't (reasonably)

be eliminated
THEANSWER

@PwnieFan

Answering questions takes time and
resources. It's okay not to

determine every detail about an
incident.

Sometimes the data isn't available.
Better not to make up the answers.




Good predictions acknowledge
uncertainty

The ‘experts’ who were most

confident in their predictions
. were the least accurate.

e They oversimplify the data.
e They don't examine past

predictions to learn from
failure.

Be |less certain.

@PwnieFan




Too much stress makes you less
intelligent

Inhibits

e Recall from long-term
memory

e Use of working
memory

e Behavior regulation
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Remember that triune brain?

Source: Dr Paul MacLean - Triune Brain Theory.
tration: Myself
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“Stress signalling
pathways that impair
prefrontal cortex
structure and function”
-> |mpairs ability to use
the rational part of the
brain

http://www.ncbi.nlm.nih.
gov/pmc/articles/PI}{)L_}(; 907136/
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Even in the
middle of serious
incidents,
especially then,
find your quiet
corner.

@PwnieFan
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Statistics require extreme rationality

UPDATE L E

NED e What is being measured?
. e How well they can
I-l S NND measure it?
| e Have the measurements
] TIST\GS Doty
e Do they have a reason to

: UNTAN ING NUMBERSJFROM THE

MEDIA, GLTICIANS AN ACTIVISTS Iie to you? TO themselves?
e Has the context changed?
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The (not) infestation

When your Snort rules
change and you see a
bunch of alerts . .. for an
alert that's never run on
your network before.

It could be something
that's always been there.

@PwnieFan
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The infestation you don't see
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Thanks to modular malware, your anti-virus may label
related infections with different names.
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Things vendors say

“Acme has discovered 25 out of 40 zero-day exploits
since 2013.”

More honest?

“Acme has discovered 25 out of the 40 zero-day exploits
that have been revealed since 2013."
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Understand your inner cave(wo)man

’m | DevOpstimus Prime 2+ Follow
[ @iamjkeating

if not self.check():
self.wreck()
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Final moment of Zen

Neil deGrasse Tyson %+ Follow
_ neiltyson

When you train your mind how to think, you
inoculate yourself against those who desperately
want to tell you what to think.

150 23165 BaBEBUSe L

9:47 AM - B Apr 2016
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Are you a DFIR minion?

Join DFIR_MNions!

Email dfirmnions@gmail.com
and tell me: who you are, why
you want to join, if anyone can
vouch for you.

Meetings are informal (for now).
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