How to Dystopia-Proof Your Data

Megan Carney
mcarney@yelp.com/@PwnieFan
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Yelp’s Mission
Connecting people with great
local businesses.




~—= Data is the new
& treasure.
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Think you're not a target?

CloudPets stuffed toys leak details of
half a million users

Company's data compromised, leaking information including email addresses,
passwords and voice recordings

The personal information of more than half a million people who bought internet-
connected fluffy animals has been compromised.

The details, which include email addresses and passwords, were leaked along
with access to profile pictures and more than 2m voice recordings of children and
z\ldults who had used the CloudPets stuffed toys.
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If you collect personal data of
any sort, you're a target.
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But | work for ACME,

and my paycheck
depends on ACME
selling things.

T

il



When you collect data
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Threat models everyone knows

Hacker in a hoodie Nation states
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Another threat to consider

.| Could someone close to your
~ customer maliciously use
information you keep?
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Why call this threat out?

Domestic attackers are focused on individual accounts,
instead of grabbing information in bulk. They don't try to
exfil 10 gigabytes of data.

Domestic attackers don't share C2 infrastructure with other
groups.

They represent a different threat model.
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CYBERSTALKING

This Guy Phished Over 50 Women
Just to Violate Their Privacy

According to the document, most of the time Maldonado would create fictitious
email accounts in order to impersonate various email providers, and then send
messages to the targets asking for their login credentials. He would also use
sites such as spokeo.com, a search engine for finding information on people, in
order to uncover dates of birth, places of employment, and details on a victim's
college education, the memorandum adds. And he didn't only target email
services, but sometimes also victims' iCloud and Dropbox accounts, according to
court records.
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Choose wisely what to collect
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Data can be a liability

A data breach costs on
average $158 per record, and

and can cost as much as
$355.

http://fortune.com/2016/06/15/data-br
each-cost-study-ibm/
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Ask good guestions

Why are we collecting this data?

Can we accomplish the same goal by collecting less data?
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Data retention limits

Automate data
purging based on
business objectives
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Make location data optional, if you can

If your app/service/widget Using the Yelp App
d O eS nlt a I | OW u Se rS tO a dj u St Learn how the Yelp app works to improve the mobile experience.

. . - How do | allow the Yelp app to access the photos and videos on my phone?
p rlva Cy S ettl n gs yo u fo rce - How do | enable Location Services on my mobile device?

How do | enable or change the Yelp app's push notification settings?

VU I n e ra b I e u S e rS to C h O O S e - How do | enable Yelp to access Background Location on my mobile device?

. - How does Check-In royalty work?
b etwe e n . - What are Check-In Offers?

What are Check-Ins?

= I nte ra Cti ng With th e WO rl d = What is Yelp's Monocle feature?
a n d ri S ki ng th ei r Safety Why does the Yelp app ask for access to my contacts?

Why does the Yelp app ask for access to my photos and camera?
O R Why is the Yelp App crashing?

- Isolating themselves
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Location data: anonymize and obfuscate

Time/location data is especially
sensitive.

Build anonymized tables that round the
time on location records and encrypt PII

(phone, user id, etc) stored with location
records.

Limit access to the raw data or don't
keep it at all.
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Rounding time

Time is rounded

tomake  {1543:02.000 Alice

de-anonymization |10:44:12.153 Bob

harder and user 10:47:32.890 Charlie

ids are hashed.
10:45 dc3c6ea0958331c423499af6c2eb14f3¢c300faf367337c017e3blb760ff41f2a
10:45 e5ceb56bbchcc843254b3500e054eh8e8fea0553400bd6ed8e6fe745d9f40846
10:50 dcccdd7b70d6a572491258c8395ec882903696e2a470ea049¢cc77920baad8ef3
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Anonymize location via Donut methoad

... each geocoded address is relocated in a random direction by at least

a minimum distance, but less than a maximum distance. ..
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC2984253/

THE CITY AND COUNTY OF DURHAM ASKED: ,«wu"-"“““wwﬁ 2 o B35 0'0- ..::u‘: OOIVED
HOW CAN WE ANONYMIZE LOCATION DATA IN e f ..-'-, i Madye
CRIME INCIDENT DATA SETS?

......
..........

https://www.opendatasoft.com/2016/11/15
/data-transform-tips-tricks-anonymize-locat
ion-data-geomasking/
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Help users watch for leaks

You are forwarding your email to @gmail.com. Review Settings Why is this notice here?

SEARCH MAIL AND DOCS SEARCH THE WEB

Warn users when communications are copied to an
external party. Be annoying.
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New device notifications

Warn users when new
devices are added to their
account or when new
devices login. Best to do out
of band if you can.
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Support 2FA

Tokens generated from an app are much better than SMS.
But, for most users, SMS is better than no 2FA at all.

You may also need to consider app passwords.
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Why 2FA SMS is weak(er)

Cell phone companies are
often vulnerable to social
engineering attacks.
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Photos can be a weapon

If personal photos are part of
your services, you can protect
vulnerable users by allowing
them to report offending
Images.
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Facebook to use photo-matching to
block repeat 'revenge porn'

7% Reuters April 5, 2017

By David Ingram

SAN FRANCISCO (Reuters) - Facebook Inc is adding tools on Wednesday to make it
easier for users to report so-called "revenge porn" and to automatically prevent the
images from being shared again once they have been banned, the company said.

"Revenge porn" refers to the sharing of sexually explicit images on the internet, without
the consent of the people depicted in the pictures, in order to extort or humiliate them.
The practice disproportionately affects women, who are sometimes targeted by former

partners.



Offer support and resources

How can | stay safe on Facebook and what safety
resources are available to me?

Related Articles

Here are a few things y What should | do if someone is asking me to send or share a nude or sexual picture of myself on

Facebook?
1 Learn how to use F

connect with others How do | help a member of the US military community (ex: active soldier, veteran or family

member) who has posted suicidal content?
2 Learn hOW to reCOQI b W% IJILI VA WAL TLE AL I WD ICAV IIWSL CALINA 1IN YY LW I\JH\JI LIt

3 Remember these simple rules about staying safe online:

* Never share your password
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Thanks for
listening
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