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How to Dystopia-Proof Your Data



Yelp’s Mission
Connecting people with great

local businesses.



Data is the new 
treasure.
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Think you’re not a target?

@PwnieFan



If you collect personal data of 
any sort, you’re a target.

@PwnieFan



But I work for ACME, 
and my paycheck 
depends on ACME 
selling things.
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When you collect data
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Nation states

Threat models everyone knows

Hacker in a hoodie
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Could someone close to your 
customer maliciously use 
information you keep?

Another threat to consider
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Domestic attackers are focused on individual accounts, 
instead of grabbing information in bulk. They don’t try to 
exfil 10 gigabytes of data.

Domestic attackers don’t share C2 infrastructure with other 
groups.

They represent a different threat model.

Why call this threat out?
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Choose wisely what to collect 
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A data breach costs on 
average $158 per record, and 
and can cost as much as 
$355.

http://fortune.com/2016/06/15/data-br
each-cost-study-ibm/ 

Data can be a liability
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Why are we collecting this data? 

Can we accomplish the same goal by collecting less data?

Ask good questions
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Automate data 
purging based on 
business objectives

Data retention limits
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If your app/service/widget 
doesn’t allow users to adjust 
privacy settings you force 
vulnerable users to choose 
between:
- Interacting with the world 

and risking their safety
OR
- Isolating themselves

Make location data optional, if you can
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Time/location data is especially 
sensitive. 

Build anonymized tables that round the 
time on location records and encrypt PII 
(phone, user id, etc) stored with location 
records.

Limit access to the raw data or don’t 
keep it at all.

Location data: anonymize and obfuscate
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Time is rounded 
to make 
de-anonymization 
harder and user 
ids are hashed.

Rounding time
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https://www.opendatasoft.com/2016/11/15
/data-transform-tips-tricks-anonymize-locat
ion-data-geomasking/

Anonymize location via Donut method
. . . each geocoded address is relocated in a random direction by at least 
a minimum distance, but less than a maximum distance . . .
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC2984253/
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Warn users when communications are copied to an 
external party. Be annoying.

Help users watch for leaks
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Warn users when new 
devices are added to their 
account or when new 
devices login. Best to do out 
of band if you can.

New device notifications
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Tokens generated from an app are much better than SMS. 
But, for most users, SMS is better than no 2FA at all.

You may also need to consider app passwords.

Support 2FA
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Cell phone companies are 
often vulnerable to social 
engineering attacks.

Why 2FA SMS is weak(er)
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If personal photos are part of 
your services, you can protect 
vulnerable users by allowing 
them to report offending 
images.

Photos can be a weapon
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Offer support and resources
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Thanks for 
listening
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